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The Better Way to Build a Smart IP Network
IP network analytics drives closed-loop SDN assurance

Adapt in days ® Manual Adapt in seconds Real-time analysis

lysis 2 _. operational
0 ' = | =— intelligence

DPI, Automated
network Manual flow Network flow table change
polling table changes & cloud

telemetry
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Why is there a need for new / next generation traffic analytics?
What has changed?

95% HTTP/[s] 60% CDN AOTT Next Gen Features
= Apps, OTT, REST APls, - = CDNs: You no longer know = A combination of the » Flexible data ingestion
= Everything runs in a the sbe rvacc_a peeAlnSg gf;fered ¢ previous two issues = Open integration of 3
browser :égr;/ic)(/es Sgil:g o fféreldet:jn Premium OTT services, party products. E.g.
= Services are moved into the same CDN like hlgr,: er;:p(ractatlon by end- Mitigation vendors
the cloud or CDNs software distribution and customers * Avoid manual configuration
« loT M2M video = OTT provider is controlling

the bandwidth - adaptive bit
rate

» Changes in content delivery 60% is Video traffic, too big

e B to fail
L [ I

= More Encryption = CDN on-caches

= Slow is the new Down

50-60% of all traffic is video.
Are you providing the best quality?
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Why is there a need for new / next generation traffic analytics?
Why are traditional solutions failing?

Legacy Flow Integration / :
) ) Automation
Analysis |solation HIOMAHO
* NetFlow: data up to * Does not scale * Limited data  Requires a deep
layer4 only «  Privacy concerns ingestion understanding of the
+  SNMP has polling . Not network aware Mainly Flow/SNMP/ state of the network
intervals (5min) 5 " the wi BGP « False positives and
. ump in the wire i
« 2 dimensional g . * No Flexibility on false negatives
reports ° Cha”qugst W#[_h southbound and « Requires real-time
encrypted traffic i
. Pre-Configuration ryp northbound observation
required interfaces «  No open / flexible
. No deduplication « Limited data connectors
correlation . :
. No service KPIs o Just simple use-
* Missing context cases
information
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The Nokia Deepfield approach
How to adapt to the dynamics?

Netflow  Netflow provides Layer 3/4 data on network traffic
SNMP Netflow SNMP adds interface and router
BGP SNMP Netflow  BGP adds AS information and community

DNSFlow BGP SNMP Netflow DNSFlow resolves IP to domain and host

Cloud Genome |DNSFiow 'BGP 'SNMP 'Netfiow | C'oud Genome maps
IPs to cloud services

Yourdata Cloud Genome DNSFlow BGP SNMP Netflow CUStom data
with IP as key

N-Dimensional data cube containing your data
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additional information

» Correlate legacy telemetry data with
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Our singularity platform
Get as much data as you can

Closed Loop Orchestration, Network Management, Service
Assurance, Segment Routing, Security
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Defender - Mitigation Strategies
Orchestration of DDoS Mitigation
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d/RTBH s/RTBH FlowSpec

Router / Network based mitigations i
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Diversion

offload blocking
to network

Vendor Green [N

Vendor Red

Multi device
Management

Mitigation
Management

Vendor Green

Vendor Red

Vendor Blue

Vendor Purple

Scrubbing Center
Mitigation
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Detection

Flow-based
DDoS Detection

Flow-based
DDoS Detection

Central
Management

Multi device
Management

Multi device
Management

Customer
Portal

Vendor Green Vendor Green

Vendor Blue Vendor Blue

Multi tenancy Vendor Purple
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